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DESCRIPTION

Objectives:
e Need of Cyber Security Today and Tomorrow.
Key Takeaways:

e Introduction to Speaker.

e Information Security Vs Cyber Security.

e Industry Need for Cyber Security.

e Elements of Security.

e Difference between vulnerability, threats and exploit.
e Reasons of cyber-attacks and motive of attackers.

e Some of the common cyber-attacks.

e System-based attacks.

e Internal and External threats.

o A world without cybersecurity.

e Prevention mechanism: Security policies.

e What is a Brute Force Attack? How can you prevent it?
e Scenario Examples:

a) A friend of yours sends an e-card to your mail. You have to click
on the attachment to get the card.
What are the risks?

b) In our computing labs, print billing is often tied to the user’s login.
Sometimes people call to complain about bills for printing they never
did only to find out that the bills are, indeed, correct.



What do you infer from this situation? Justify.

c) Two different offices on campus are working to straighten out an
error in an employee’s bank account due to a direct deposit mistake.
Office #1 emails the correct account and deposit information to office
#2, which promptly fixes the problem.

The employee confirms with the bank that everything has, indeed,
been straightened out.

What is wrong here?

d) There is this case that happened in my computer lab. A friend of
mine used their yahoo account at a computer lab on campus. She
ensured that her account was not left open before she left the lab.
Someone came after her and used the same browser to re-access her
account. and they started sending emails from it.

What do you think might be going on here?

e) You receive an email from your bank telling you there is a
problem with your account. The email provides instructions and a
link so you can log into your account and fix the problem.

What should you do?

Security Career.

Pandemic Impact on Cyber Attacks.

Women in Cyber Security.

Port Scanning.

Active and Passive Attacks.

Ransomware and Cryptography.

What is black hat, white hat and grey hat hackers?
Vote of thanks by Ms. Sneha Kamalpuria.
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