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DESCRIPTION

Objectives:

e To learn and spread awareness about the importance of cybersecurity,
threats and precautions.

Key Takeaways:

- Beware of Phishing attacks.

- Avoid suspicious links.

- Don't respond to attractive money lending messages.

- Banks do not ask for pin numbers.

- Do not download software from untrusted sources.

- Avoid anonymous Calls and Lottery messages.

- Avoid fake applications.

- Watch download count. If less, avoid.

- Check reviews of applications and report that application.
- Secure wireless network with antispyware.

- Keep a clean desk policy.

- Implement some social media policies.

- Take screenshots and inform your friend circle, report to cybercrime.

- Report to www.umang.gov.in.



http://www.umang.gov.in/

- Keep a plan for a cybercrime in advance.

- Plan a disaster recovery system.

- Data is secured in the cloud.

- Types of Cybercrimes.

- Phishing is the biggest cybercrime.

- File comes with viruses & Malwares are prevailing.

- Cryptocurrency is illegal in India.

- Social engineering is dangerous.

- Inviting the vacation robbers after posting locations on Social Media.
- Plan a disaster recovery system.

- ldentify thefts.

- Cyber Insurance.

- Insurance is covering data breaches.

- Challenges faced by cyber security.

- Biggest challenge faced by cyber security is outdated hardware.
- Prioritizing cyber security in an organization.

- Spreading awareness about cyber security among students.
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This video was recorded on the official page of IT Talks.

Live session was initiated by Ritu Varma.
Hosting was done by Shivang Sharma and Ritu Varma.
This event was conducted under the guidance of IQAC, AIMS.



